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Context
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We will use the following symbols and definitions:

AESy. 1v, AES, 1y : (F3*)" — (F3**)"  AES-IGE cipher encrypt/decrypt using key "k” and Initialization Vector "IV”
By, Dy, : F3?® — F1*®  Block cipher Encrypt/Decrypt using key "k” (Dy, = E; ')
(X,) : [0.0 — 1] — F3%8. X € (F3*®)"  Sequence of I blocks of 128 bits with X = Xo || X1 || ... || X;—1
|| Bitwise concatenation (e.g.111 || 000 = 111000)
@ Binary XOR

Assumptions

From now on, we will assume that the server uses the secret key k, the initialization vector IV = IV} || IV; and will not
change these parameters later.

Let’s also say that we know a plaintext P, of any length, and its corresponding ciphertext C' obtained from AESy rv.

Le. AESy 1v(P) =C & AES, ;,(C) =P

C() = Ek(P() © IV()) YA
CnJrl = Ek(PnJrl 2] Cn) ® P,

Py = Di(Co & IVy) & IV,

By definition, we have: (Cp)nen : { P Di(Cois @ Po) & C
n+1 — Uk n+1 n n

and (Pn)nEN : {

Exploit

1. Find values of D,

We have a target plaintext T', our goal is to forge a malicious ciphertext M and initialization vector mIV = mlIVy || mIV;
such as AES; ) (M) =T only knowing a couple (P,C) such as AESy rv(P) = C (without knowing k or IV of course).

To = Dk(MO D mIVi) @& miVy
Tn+1 - Dk(Mn+l ©® Tn) 5] Mn

My = Ek(TO EBmIVb) @& milVy

By definition, we have: (T},)nen : { " Bu(Tosr & M) & T,
n+1 — Lg\dn+1 n n

and (Mn)neN : {

Without knowing the secret key k, we will never be able to directly calculate arbitrary values of Dy, so we should force
a value of Dy, we need to a value of Dy we know. In fact, we do know some values of Dy, since the equation of P, directly
implies Dy (Cpy1 ® P,) = P11 ® C,, and we assumed that the values of (P,) and (C,) are known. Then, in the definition
of (T,,), we have to calculate the value Dy (M, 1 ® T,), but we cannot.

Let’s force: Dy(Mp41®T,) = Dp(Cry1 ®@ Pp) = Poy1®Cyy
& Myp180T,=Chi1® P, Because Dy, is bijective
& Myy1=Chi1® P, 0T, = We have an expression of M based on known values



2. Deduce values of M

We can calculate, using the previous expression, My Vk > 1, but we still miss My. So let’s dive into My, 11 = Cr41S P, &1,
to learn more.

For n =0: For n > 1:
M120169P069T0 n+1 ( n+1®T)€BMn
but T :Dk(Ml @To)@Mg =4 n*Dk( nt+1 DTy )@Tn+1
& My = Dp(M @ Ty) ©Th =Dy(Cri1 P, T, ®T,) ® Thiq
=Dpy(CiePhoeTyeT)eT = Dp(Cry1 ® Pn) ® Ty
= Dk(Cl D Po) ® Ty =P1©C, @Thp

e M=hoteh leti=n—len=itl=i>0

Miy1 = P2 ®Ciy1 @ Tiyo
& Cit19P 6T, =Pii2®Cit1 ®Tiya

& PaT;=P2®Tit2
let j—it2aimj—2=j>2
& T; =T 2@ P;®Pj_»

We found the value My must have for this to work, but we also see that T,, must verify a property based on a previous
block Vn > 2. In other words: Only Ty and 77 can be arbitrary, each of the following blocks necessarily derives from the
preceding ones.

3. Find cIV

In the first part, we forced the value of Dy appearing in the definition of 7,41 to the one appearing in P,,;;. Now let’s
extend this to the expressions of Ty and P; (not Py because it depends on IV, that we don’t know).

Let’s force: Dk(MO D mIVl) e Dk(Cl D Po) =P &0y

& MoydmIV; =C1 & Py Because Dy, is bijective
& mIVy =C1 & Py & M, = We have an expression of mIV; based on known values
And then,
By definition: To = Dip(My ® mIVy) & mIV,
=P dCodmiIV, Because of what we forced
&S mIVg=P e Cyd T = We have an expression of mIV based on known values

4. Verifications

Now we expressed explicitly the values of M and mIV, we can check if it really decodes to T'.

Ry = Dk(MO &) mIVl) ®miIV,

So, let R the result of the decoding. I.e. R = AES; M) < (Rp)nen:
g k,mjv( ) (Rn)nen {Rn+1=Dk(Mn+1@Rn)@M

For Ry: For R;: For (Ry)n>1:

Ry = Di(Mo ® mIVy) ®miIVy Ry = Di(M; @ Ry) ® My suppose R, =T,
:Dk(MoEBcl @Po@Mo)@m[% =Dy (Ml @To)@MQ Ry :Dk(Mn+1@Rn)@M
=Dp(C1® o) ®PLoCod Ty =Dp(Cr & Py @ Ty & Tp) ® My =D(Crh1 O P, 0T, ®T,) &M,
=P aCidPieCod Ty =Dp(CiePR)ePiaCidT :Dk(Cn+1®P)€9Mn
=T =PoCooPi®Cyd Ty =P 10C,d M,

=T leti=n—1l&n=i+1=i>0

Ri+2 =Pipo® Cip1 © My
=P 2®Ci 1 ®C 1 OF T,
=P, ®Po®T;, aspredicted

5. Summary

If we know a plaintext P and a ciphertext C such as AESy 1v(P) = C, we can forge a ciphertext M and an initialization
vector mIV such as AES, } (M) = T with the first two blocks of T (Ty and T1) being arbitrary and without having any
information about k or I'V using these expressions:

T : t
My=P®oCodTh b : as you wan

Mn+1 - C(n-"-l @Pn @Tn

mIVy =P, & Cyd Ty

Th)nen @ § Ty : as you want
mIVy =C1 @ Py ® My (Tn)nex ! Y

mIV =mIVy || mIV; :{
Tn+2:Tn@Pn+2@Pn

(Mn)nEN : {



